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A major work of the international  Consultat ive Committee for  Space Data
S y s t e m s  (CCSDS) has been the standardizatic)n  of  data exchange through the
communications channels which interconnect remote spacecraft with their
supporting bround  systems. T h e  p r e s e n t  CCSDS  Rccommcndations  fo r  Packe t
I’clcmctry,  Tclccommand  and Advanced Orbitinj:  Systems arc in widespread use
throughout the world space community a n d  have.  a l r e a d y  h a d  s i g n i f i c a n t
impact on reducing mission operations costs. With their  high performance
coding schemes and packet ization  capabil i t ies . t h e  CCSI)S  Recolllrl~crldatiolls
provide the necessary underpinning for  the automated,  error-free exchange
of data between space and ground systems. IIowevcr,  their  scope is  mainly
limited to basic data transfer; more sophisticated functions, such as the ability
to aggregate both tclecornmand  and telemetry data into recognizable files and
transport them end-to-end through the space data network in a rel iable and
sccurc  rnanncr, are the subject of cxlJcnsivc  p ro jec t -un ique  des ign  and  labor-
intcnsivc operations.

An activity is now underway to emplace a “skinny stack” of upper Iaycr space
d a t a  colllIlltll]icatiorls  protocols  that  wil l  cxpalld the current CCSDS  te lemet ry
and tclccommand capab i l i t i e s to provide a more comprehensive set o f
s p a c e c r a f t  d a t a  h a n d l i n g  s e r v i c e s  w h i c h  e l i m i n a t e  t h e  n e e d  f o r  p r o j e c t
uniqueness. In the context of a joint project between the National Aeronautics
and Space Administration (NASA) and the Department of lk?fense  (DoD) in the
United States, and (I1c Dcfcnce  Research Agency (DRA)  in the United Kingdom,
a set of draft specifications for the next gene.ration of “Space Communications
Protocol  Standards” (SCPS) have been produced that  cover the fol lowing
technical areas:

o an  cfficicnt  f i l e  hand l ing  p ro toco l  ( the  S(:1’S liilc  P ro toco l ,  o r  SC PS-I”;P).
optimized towards the up-loading of spacecraft commands and software, and
the downloading of files of observational telemetry data;

o va r ious  f l avor s  o f  under ly ing  r e t r ansmiss ion  control  protocol  (the  SCPS
Transport Protocol, or SC PS-TP),  optimize.d to provide reliable end-to-end
d e l i v e r y  o f spacecraft command and telemetry messages between
computers that arc communicating over a network containing one or more
unreliable space data transmission paths;

o an optional (iata protect ion mechan i sm ( the  SCPS Secur i ty  I’rotocol,  or
SC I’S-SI’)  w h i c h  a s s u r e s  the e n d - t o - e n d  securi[y  a n d  i n t e g r i t y  o f  s u c h
message cxchangc;
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() a  scalcablc nc[working  p r o t o c o l  ([he SC1’S N e t w o r k  f’rotocol,  or SC PS-NIJ)
[ha[ supports bo(h conncc[ionless  a n d  conllcc[ion  oricnlcd  r o u t i n g  o f  t h e s e
messages through nc[works  con[ainillg  s p a c e  dala links,

“]’hcsc four  SCPS spccifica[ions a r c  currcn(ly  b e i n g  prcscn(cd  to  CCSI)S  with a
p roposa l  lhal they shou ld  be  progrcssccl towards ful l  i]ltcrnational  s t anda rds .
‘1’his p a p e r  r e v i e w s  t h e  p r o p o s e d  IICW ca[)abili(ics  a n d  t h e i r  i m p a c t  On
reducing the cost  of dcsigrling  and operat ing space missions.

1  CIIANGING  NENI)S

A  d r a m a t i c change is occurring across [nany segnlcn(s  o f the space
community, d r iven  by  sh r ink ing  gove rnmen t  budge t s  and  ncw emphas i s  on
developing commercial markets. IJin]cnsions  of the chan~~c  i n c l u d e :

o

0

0

0

rcvolu(ionary  advances in space rnicroclcctronics  which  wi l l  a l low grea t ly
incrcasccl  i n t e l l i g e n c e  a n d  au[onomy  to be packagccl in[o s m a l l  s p a c e c r a f t
tha( c a n bc dcp]oycd  u s i n g  incxpcnsivc  l a u n c h  vchiclcs;

a shift towards decentralization in mission strategy, with movement away
f r o m  “ a f e w  e x p e n s i v e  spacecraf( launched rclativcd~ infrequently” and

‘7\

towards “ many affordable spacecraft Iaunchcd  rclalivcly  oflcn”;

a corresponding imperat ive to s ignif icantly reduce the costs of operating
the increased numbers of spacecraft;

increasing re l i ance  on  coopera t ion  (bo th  na t iona l  and  in t e rna t iona l )  to
achicvc complex space n~iss-ion objc.ctivcs i n w a y s  ttrat arc affordable to
individual  organizat ions, coupled with an erosion of the traditional
boundaries between the civil, military and commercial space sectors, with
emphas i s  on reducing wasteful  duplicat ion o f  e f f o r t  a n d improving
m i s s i o n  cffcctivcness  by sharing infrastructure and capabilities.

This sca change in the space mission environment (which will occur between
now and the cnd of the decade) virtually demands widespread standardization.
Rea l i z ing  mis s ions  l aunch ing  in  2000  and  beyond  wi l l  be  mak ing  des ign
decisions in 1997, and recognizing that a good standard has a gestation time of
a t  l eas t  two  yea r s ,  t he  s t andard iza t ion  communi ty  has  an  ex t rao rd ina ry
challenge on its hands to rncct the coming needs. In the area of standards for
space data co[]l]~ltlr]icatior]s  ancl flight operations, we are fortunate to be able to
build on the cxccllcnt  foundations laid by CCSDS. The first wave of CCSDS
Recommendations, which focus primari ly on the data l ink interconnecting
the spacecraft with its ground support system, introduced two sweeping new
capabili t ies:

o a synchronous  packctizcd data transfer, which has unshackled the internal
o p e r a t i o n s  o f spacecraft systems f r o m  b e i n g  I o c k - s t e p p e d  i n t o  t h e
space/ground d a t a  conlmunications  p r o c e s s  a n d  tlas a l l o w e d  a d a p t i v e
te. tcmctry  and tclccommand  applications to evolve;

o  tligh  p e r f o r m a n c e  chanrlcl  c o d i n g ,  w h i c h  h a s  v i r t u a l l y  e l i m i n a t e d  t h e
space Iink as a source o f  u n d e t e c t e d  b i t  crro[s and has thus made a
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s i g n i f i c a n t s(riclc (owarcts supporting true corlll)lllcr-lo-colllplltcr data
cxcl]angc  bctwccn  s p a c e c r a f t  a n d  g r o u n d  sys[cms.

~] OWCVCI,  i n  s p i t e  o f  l})CSC advancenlents  ~,c [ire s[ll]  ~ ]Ollg way frolll
spacecraf t and their  ground s y s t e m s  heillg  a b l e  t o  c o n d u c t  automa[cd
co[]l])l]tcr-to -corl]pl]tcr dialog of  the k i n d  that i s  r o u t i n e l y  s u p p o r t e d  on the

In[crnct,  It] particular:

a .  The space l ink is  only one component  of  (I1c cnd-(o-cnd  data path bctwccn
the user and a remote. space investigation. There is  currently no space-
provcn standard mechanism a v a i l a b l e  [o c.nsurc tha t  the .  end- to -end  da ta
transfer is fully reliable.

b.  As on board compu(crs become increasingly capable and onboard storage
s h i f t s  f r o m  t a p e  r e c o r d e r s  t o  s o l i d  state m e m o r i e s ,  m o r e  and IllOre
tclecommand  and telemetry applicat ions wil l  bccomc  file oriented. There is
currently no space-proven standard mechanism available to support  end-
to-cnd  f i l e  t r ans fe r .

c. ‘1’hc c u r r e n t  CCSI)S t e l e m e t r y  a n d  tclccommand  c a p a b i l i t i e s  re]y  o n
relatively simple spacecraft configurations which  have  genera l ly  s t a t i c
rou t ing  r e l a t ionsh ips  between  end sys[ems ill space and on the ground. As
space systems become more diverse (particularly as fleets or constellations
O f  s m a l l  s p a c e c r a f t  w i t h  i n - s p a c e  cross  links  crncrgc),  t h e r e  will [~c new
requ i rements  to r o u t e  d a t a  d y n a m i c a l l y through changing in-space
network topologies. T h e r e  i s c u r r e n t l y  n o space-proven standard
mechanism available to efficiently support the various needed f lavors of
conncctionicss data rout ing.

d Space systems have traditionally tended to rely on their uniclueness to deter
unau[horizcd access. A s  ]nternet  c o n n e c t i v i t y  bccomc u b i q u i t o u s and
space s y s t e m s  bccomc m o r e  i n t e g r a t e d  w i t h  t h e  g l o b a l  c o m m u n i c a t i o n s
infrastructure, there wil l  be an increasing danger of  malicious intrusion
or unauthorized access to sensi t ive in fo rmat ion  f lowing  wi th in  them.
T h e r e  i s currently n o space-proven standard mechanism ava i l ab le  to
ensure end-to-end space data protection.

Two things should be noted about this situation. The first is that most current
missions a rc  a l ready  wres t l ing  wi th  the p rob lems  o f  pe r fo rming  re l i ab le ,
secure f i le  transfers between space and ground. and  arc expend ing  sca rce
resources  e i the r  des ign ing  cus tomized  protoco]s  or using t h e  r e a s o n i n g  p o w e r
of expensive human operators to provide tbc. riccdcd funct ions. The second is
the “space-proven” aspect; there are certainly commercial networking
protocols which can suppor[  these end-to-end capabilities, but they tend to be
implemented to  mee t  env i ronmenta l requirements which are signif icantly
d i f fe ren t  f rom those  encoun te red  in  con]nlunicatirlg  witt] a rcn]ote  s p a c e c r a f t .

2 N1tW PROTOCO1,  R E Q U I R E M E N T S

I]udgctary  J)rcssurcs in the LJ. S. have forced a
way in which space missions arc cxecu(cd. 1’IIC
Ilard f a c t  t h a t  m i s s i o n  o p e r a t i o n s  costs  nl(ls
eliminating Iabor - in tens ive  manual  activities
automatc(i  systems. l’lanncrs  in both N A S A  a n d
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imporlant IOlc that standardization plays i n achieving significant cost
reductions, p a r t i c u l a r l y  i f  [hc s t a n d a r d s  c a n  bc a p p l i e d  across  a Iargc markc[
a n d  t h e . f c f o r c  a[[ract  the private sector  to sup])orl tllcn]  with a  d i v e r s e  s e t  o f
commercial off the shelf (COTS) produc[s.

Rccogni7.ing  the significant size of the combined U.S. civil and military space
market, N A S A  a n d  [hc D o D  f o r m e d  t h e  c o o p e r a t i v e  Sl}acc Co)lll]]l][]ica(iol]s
Protocol  Standards (SCI)S) project in 1993 and conducted an exploratory s[Llcly
aimed at identifying the necessary characteristics of ncw dual-use upper layer
space communications protocol s t andards .  (Pursu ing  i t s  own  in te res t s  in
intcropcrabi]ity  fo r  the  fu tu re  Skyne t  se r i e s  o f  mi l i t a ry  sa te l l i t e s ,  t he  U.K
Defcnce  Research Agency, DRA, later joined the project. ) Using the familiar
seven- layer  Rcfcrcncc Model of  Open Systcms lntcrconncction  (0S1)  to  f rame
[hc p ro toco l  a rch i t ec tu re ,  and rcspec(ing the  ex tens ive instal led base and
widespread acceptance of the current  CCSDS I)ata  Link layer standards, i[ was
decided to focus [hc s tudy on the  Network  Iaycr and above and to assume
underlying CCSDS  capabilities.

A n  itcra[ivc five s[agc p rocess  o f
rcprcscntativc Set of  upcoming
were surveyed to catalog their
identify their constraints; second,

requirements analysis was performed: first, a
developmental  civi l  and mil i tary missions
overal l  data handling requirements and to

a straw man Set o f  clata  colllllll]rlicatiotls
services were d e f i n e d  t h a t  c o u l d  s u p p o r t  t h e s e  rcquircmcnts  wi th in  the
confines of the constraints; third,  the scrviccs were  ana lyzed  to  de te rmine
which were compatible with implementation v i a  p r o t o c o l s ;  f o u r t h ,  t h e
sc rv iccs  were  scrubbcct to determine ttlosc wl]ich  w e r e  c o m m o n to both civil
and military systems, and to assign them to 0S1 layers; and finally the Iaycrcd
scrviccs were reality-checked against another set of candidate missions under
dcvclopmcnt. The result ( F i g u r e  I ) was a set of thirty nccdcd  capab i l i t i e s
w h i c h  w e r e  distribu(cd a c r o s s  f o u r  layers of  ]lrOt  OCOl: tcn in the Application
Iaycr; nine in  [hc T r a n s p o r t  Iaycr; five in the Security sublaycr; and six in
the Network layer.

In paral lel  with defining mission needs in a  top-down manner,  a  bo t tom-up
anatysis  of the capabilities of various existing standard protocols at each of the
layers was made. Since resources for new space.-uniquc development were
clearly going to bc scarce, a policy of assutning  the use.  of  COTS-supported
standards was adopted.  For f i le  handling, the Internet  f i le transfer protocol
(FTP),  the 1S0 file transfer and access mechanism (FTAM)  and the Space Station
Freedom file protocol were cxarnined. Within the Transport layer, the Internet
TCP/[JIJP  and the 1S0 TP4 were  ana lyzed . Security features, located between
l’ransporl  and Network, were mapped into the 1S0 ancl lntcrnct Ne twork  l ayer
security protocols (NLSP) a n d  s u b s e q u e n t  L a y e r  3 d e r i v a t i o n s  o f  t h e s e
protocols produced by the DoD. For the Network layer, the Internet Protocol
(11>)  and the 1 S 0  8 4 7 3  conncctionless intern etworking protocot were
considered.

3 SIL1.ECTION 01~ N1tW I’RO’JOCO1,  A1’I’ROACIIIM

Wittl both analyses complctcd,  a  tradeoff  process was performed to select  the
baseline for the next phase,  protocol  dcvclopmen(. 1[ was he.rc that the
cnvir-onmcntal factors associated wi[l] operating witl] one Cnci of t h e

cc)llll]lll[]icatiol]s  nr.twork i n  s p a c e also had to be considc[cd; spacecraft arc by
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arid Iargc nol just “another node. on (he. Internet”. Space data colllrll~l[licatio[]s
protocol i[]]l>lclllclltatiolls [1111s( [hcrcfolc rcco~nize lh:il:

o Ilccausc of the cost and time involved with space qualification, on board
compute r s  and networks wil l  inevitably lag their  ground counterparts i n
capabil i ty . Program memory, processing S])cccl and on boarcl
col]l]llllllicatiot]s  capacity will continue to Iw primarily dedicated to control
and data gathering applications; protocol i[l]plc[ll  cr]tatiotls which  hog
these sharcct resources will n o t  b c  v i e w e d favorab ly  by  spacecra f t
des igne r s .

o  Space /g round d a t a  c o m m u n i c a t i o n s  channels  arc considerably different
from the (primarily fiber-based) media used in terrestrial communications.
P r o p a g a t i o n  d e l a y s  a r e  large o r  e v e n  h u g e ; bandwid th  i s usually
constrained ( e s p e c i a l l y  a s  s p a c e c r a f t  ~;e[ smallc[ a n d  their p o w e r
generat ion capabilities and antenna apertures s h r i n k )  s o protocol
overhead is  a serious issue; high error Iates  arc s o m e t i m e s  cncountercd;
the l inks may be interrupted by intcrmi[tcltt bursts of noise or mechanical
obscurations; duplex communications arc not always poss ib l e ;  l a rge
amount s  o f  da ta  mus t  be  cxchangcd  drrrin~  grounci  con tac t s  wi th  ve ry  low
(C.g., 10%) duty CyCICS; and some long data sessions may have to span
multiple ground station contacts.

In addition to answering the quest ion “does this cxis(ing  protocol provide the
needed capabilities?”, the selection tradeoff  therefore also had to ask “is  i t
colnpatiblc  w i t h  a  c o m p a c t  c o d e  s i z e  inlplerncnta[ion  a n d  a n t i c i p a t e d  sPace-
qualificd  CP[J capabi]itics?” and “can it operate effectively over the unusual
space/ground da ta  communica t ions  Iirlk?”. Af te r  a  we igh t ing  and  scor ing
process, ir]cloding  assessing code sizes and the. maturi ty of  the instal led base,
four protocol  dcvcloprnent  approaches were se.lccted:

a. The Internet JWP was chosen as the basis for the SCPS File Protocol (SCPS-
1“1’). For space applications, commerc ia l  F’I’P neccls extension to be able to:
r ead  and  upda te individual  f i le  records (e.  g. ,  last-minute tweaking of
parameters in a preprogrammed control  sequence); allow the u s e r  t o
temporari ly stop a f i le  t ransfer  so that  i t  may be restarted Iatcr;  al low a
transfer  to automatical ly resume after  the under ly ing  Transpor t  se rv ice
restores service following an i n t e r r u p t i o n  i n spacelground data
communications; support file and record integrity so that an interrupted
file transfer or record update does not Ieavc. files in a i)otentially  dangerous
interim state;  and to suppress the unnecessary overhead associated with
r e g u l a r  17T1”S A S C I I  r e p l y  c o d e s ,  While  p r e s e r v i n g  t h e  12TP p r o t o c o l
architecture so that it can be interoperable  with commercial  FTP, the SCPS -
1~1’ development adds these necessary capat~ilitics  and restructures the code
so that it c a n  be t a i l o r e d  t o  m a t c h  v a r i o u s  onboarct p r o c e s s i n g  a n d
operating system limitations.

b. l’he lntcrnet  TCP/UIJP  was  se lec ted  as  the  bas i s  fo r  the  SCPS Transpor t
I’rotocol  (SC PS-1’P). For spacecraft applications, con]mcrcial  I’CP n e e d s
cxtcr]sion  t o  b e  a b l e  t o : assist on board applications by delimiting record
boundaries (e. g., packc[s)  instead of just delivering a byte-stream; provide
a “best effort  t ransport  service” (B IiTS) so that  a  sender is  not  blocked
indefinitely by unacknowledged data in the. e v e n t  c)f tc. mporary  o u t a g e s  on
tl~c space link; :ictivatc and refine an existing ‘WI’ option to allow window
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s c a l i n g  so that v e r y  large n u m b e r s  of octets  may be. allowcct t o  bc “in
t[ansi[” o n  h i g h  r a t e  anct/or l o n g  d e l a y  l i n k s ;  a c t i v a t e  a n d  r e f i n e  an
cxis[ing TC1’ option allowing timcslamping [ o support accurate
dc(crmina[ion  o f  r o u n d  t r i p  time 01- scqucncc numbe[-  extensions for  very
Iligh rate (>100Mbps)  u s e r s ; p e r m i t  [Ilc “1’ransporl chc.cksum  to  be  ab]c t o
include the underlying S C P S  N e t w o r k  P r o t o c o l  a d d r e s s ,  a s  w e l l  a s
commercial 1P; p rov ide  the  capab i l i t y  to  rccognizc da ta  co r rup t ion  and
underlying l ink outage  as valid causes  of data loss (to augment tbc standard
1’CI’ assumption that all loss is caused by congcstic)n),  thus improving TCP
performance over unreliable space links; activate and refine an existing
TCP o p t i o n t o  p e r m i t  sclcctivc acknowlcclgcmcnt o f  o u t - o  f-scqucncc d a t a ,
thus improving spacecraft buffer management; and to act ivate and refine
an existing 1’CP opt ion for header compression w h i c h  rcduccs  the size of
TCI’ header s  by  rep lac ing  static  informatiotl with a connection identifier, a
ncccssary feature for bandwidth-constrained missions. Again, while
preserving a  p r o t o c o l architecture that c a n  b e  intcroperable  w i t h
commercial FTP, the SC PS-TP development adds capabilities and
restructures the code so that it can be tailored to match the limitations of
on board computers.

c. A  cus tom des ign  was  selcctcd  as tllc  b a s i s for the S(1’S Security Protocol
(SCPS-SP), the primary d r i v e r  f o r  (iefining  a ncv p r o t o c o l  b e i n g  b i t
efficiency. The SP is a very low overhead hybrid of the ISO NLSP, the
lntcrnet NI.SP,  the Internet  Protocol  versiorl 6 (IPv6)  secur i ty  p roposa l  and
the  De l ) ’ s  Secur i ty  P ro toco l  3 (SP3). It supports various authentication,
integrity, confidentiality and access control o p t i o n s  f o r  s p a c e  d a t a
cxchangc without assuming the USC of any  pa r t i cu la r  c ryp tography ,
algorithms or kcy management scheme.

d, A custom design with a wide range of capabilities was sclectcd  as the basis
f o r  t h e  S C P S  N e t w o r k  P r o t o c o l  (SCPS-NP),  with the p r imary  d r ive r  in
reject ing commercial  network protocols  being the diff icul ty of  providing
the required space services with reasonable bit  eff iciency.  The original
goa l  o f  t he N P  w a s  t o  p r o v i d e  a n  u p g r a d e  t o  the cur ren t  connection-
oricntcd  CCSDS  Path scrvicc t o  s u p p o r t  c o n n e c t  ionless  r o u t i n g  t h r o u g h
satellite c o n s t e l l a t i o n s  h a v i n g  d y n a m i c  topolclgies  a n d  t h e  n e e d  f o r
different routing treatments for different messages. Iiowevcr, during the
p r o t o c o l  a n a l y s i s  t h e  c o n c e p t  o f  s c a l a b i l i t y evolved, i.e., specialized
capabilities are optional and missions with modest  requirements are not
p e n a l i z e d  b y  h a v i n g  t o  c a r r y  t h e  o v e r h e a d  ba~gage  of unrrecded
capabilities. ‘IIC r e su l t i ng  p ro toco l  suppor t s  sclcctablc  address  s i z ing ,
sclcctablc  p r i o r i t y , various selectable addressing options that include
point-to-point, multi cast and  b roadcas t , and separate s i g n a l i n g  o f
corruption and congest ion I t  can  p rov ide  a  min imum po in t - to -po in t
capabil i ty with half  the overhead of  the current  CCSDS Packet, a CCSDS
“Path-like” configuration with equivalent overhead, and various modular
expansions of capability and overhead all the way Up to “II’ next
gcncrationr’ addressing.

~’hc protocols may be deployed in several end-to-end data communications
configurations, b u t  w i l l  o f t e n  support  dialofl  bctwccn  a  ground  operations
ccntcr  and the on board spacecraft data systcm (I:igurc 2). l’hcy may bc s t acked
in various ways; for instance, [he I:ilc  and Security protocols arc both optional
and may bc omitted. The Transport  protocol  may bc carried within the ncw
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Network pro(ocol, o r  w r a p p e d  w i t h i n  curien(  C(; SIJS Palh scrvicc. In all cases,
(IIC cxis[ing  underlying CCSDS capabil i t ies  arc all l)rcscrvcd  ( though i t  should
bc noted (hat CCS1>S i s  a l s o  s e p a r a t e l y  studying  tl)c fcasit>ility  of  a “next
gcncra(ion” of underlying standard space da(a l ink protocol) . l’he e f f e c t  o f
SC1’S On t o p  o f  c u r r e n t  CCSIJS i s  t o  s u p p o r t  :In Intcrl~ct-]ikc  “full scrvicC” el~d-
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